








“Russia inherited the past offensive program of biological research
and development from the Soviet Union. Russia has not ended
all activities prohibited by Article I of the BWC, nor has it ful-
filled its Article II obligation to destroy or to divert to peaceful
purposes BW items specified under Article I of its past BW pro-
gram. Although its annual submissions have consistently reported
“nothing new to declare” with respect to its biodefense research
and development programs, Russia is extensively modernizing
Soviet-era biological warfare infrastructure that could support
its present-day offensive program.... While States Parties to the
BW(C have a political commitment to report a past offensive pro-
gram, since [President] Yeltsin’s announcement on April 11, 1992,
subsequent Russian submissions have remained incomplete and
misleading. Russia has provided an incomplete acknowledgment
of the former Soviet program, has not furnished evidence of the
dismantlement or cessation of key activities, and continues its
ongoing secrecy efforts, including legislation criminalizing any
disclosure of information about the former Soviet program. Key
military biological facilities associated with the Soviet offensive
program remain inaccessible and untransparent nearly 30 years
after Yeltsin’s decree. The available evidence indicates that Russia
has not fulfilled its obligations under Article II to “destroy or
divert to peaceful purposes” the BW specified in Article I of the
Convention that it inherited from the Soviet Union. Russian
modernizations conducted at the Yekaterinburg branch of Russia’s
48th TsNII, Russia’s premier offensive BW entity, also raise serious
concerns about Russia’s activities with respect to the BWC and

Moscow’s broader programmatic ambitions.”*¢*

262. U.S. Department of State, “Adherence To and Compliance With Arms Control,
Nonproliferation, and Disarmament Agreements and Commitments,” December
2,1987, https://www.reaganlibrary.gov/archives/speech/letter-speaker-house-
representatives-and-president-senate-transmitting-report-2.
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In addition, Russia’s repeated use of banned chemical nerve agents such
as “Novichok” against President Putin’s political opponents raises profound

concerns. For example, according to a U.S. Embassy publication:

“In March 2018, Sergei Skripal, a British citizen who used to work
as a Russian intelligence officer, and his daughter, Yulia, nearly died
after coming into contact with Novichok, a military-grade nerve
agent originally developed by the former Soviet Union. Within
weeks, the leaders of the United States, France, Germany and the
United Kingdom concluded the Russian government was behind
the attack, noting there is ‘no plausible explanation.’ Three months
later, a British couple in Amesbury, England, fell severely ill after
coming into contact with a perfume bottle containing the same
poison that affected the Skripals. The woman later died. She had
sprayed the substance on her wrist, thinking it was perfume. In
September 2018, British authorities charged in absentia two Russian
military intelligence officers with conspiracy to murder, attempted

murder and use of the Novichok nerve agent.”*®

And as noted by the Arms Control Association:

“A nerve agent was used to poison Russian political opposition
leader Alexei Navalny, the Organization for the Prohibition of
Chemical Weapons (OPCW) confirmed on Oct. 6, 2020. The
OPCW findings corroborated earlier independent conclusions by
German, French, and Swedish laboratories. According to the global
chemical watchdog, the toxins detected in Navalny’s bloodstream
shared unique similarities to Novichok agents, including those that
were added to the Chemical Weapons Convention (CWC) list of
banned Schedule 1 agents in June 2020. The CWC general-purpose

263. “Putin’s Poisons: 2018 Attack on Sergei Skripal”, U.S. Embassy and Consulates
in ltaly, April 11, 2021, https://it.usembassy.gov/putins-poisons-2018-attack-on-
sergei-skripal/.
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A), CIA satellites (Program B), U.S. Navy satellites (Program C), and USAF
and CIA aircraft (Program D).%%

Executive Order 120306, issued by President Carter in 1978, gave the
DCI “full and exclusive” authority over the preparation of the National Foreign
Intelligence Program (NFIP) budget. Consequently, the DNRO directly
reported to the DCI on all issues pertaining to National Reconnaissance
Program funding.’** In 1989, the NRO Restructure Study assessed the NRO’s
management practices, and identified changes to help it address future intel-
ligence challenges. These included restructuring the organization to conduct
cross-system trades and simulations, creation of an improved user support
function to enhance NRO support to Intelligence Community and military
users, and the collocation of all NRO elements in the Washington, D.C., area
to improve program efficiencies. At that time, it was functionally reorganized,
with imagery intelligence, SIGINT, and communications directorates, to
improve integration.’”

Combining the CIA’s space activities in a DoD organization, however,
created complications. These included issues pertaining to chain of command
and bureaucratic “rice bowls” (that is, programs, resources, and responsibil-
ities). Examples of chain of command issues included whether the SecDef
should control a CIA program when part of the NRO, whether the DNI
should control a defense agency that is part of the IC, and whether a DoD
organization should control tasking or operation of an intelligence space sys-
tem supporting both national and military missions. (These complications,
discussed below, have been reflected and compounded on occasion by the
jurisdiction of defense and intelligence oversight committees in Congress.)

Recent examples of rice bowl issues are whether the USSF should pursue
“tactical” space ISR capabilities and whether the USSF or NGA should be

303. Perry, Management of the National Reconnaissance Program 1960-1965; and
Berkowitz, The National Reconnaissance Office at 50 Years: A Brief History
(Chantilly, VA: Center for the Study of National Reconnaissance.

304. E.0.12036, “United States Intelligence Activities,” January 24, 1978.
305. Ibid.
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responsible for tasking the future spaceborne Ground Moving Target Indicator
(GMTTI) system.

During the Cold War, there was a division of labor between the NRO
and armed services regarding national reconnaissance and battlefield sur-
veillance. Presidential direction established intelligence priorities, and the
IC tasked and operated national reconnaissance systems. In practice, this
meant the armed services could pursue space ISR programs that served
their unique needs if they were not being met by the NRO. While they
conducted space ISR technology development and demonstration pro-
grams, the creation of the Tactical Exploitation of National Capabilities
(TENCAP) program in the 1980s improved the armed services’ ability to
influence the development and utilize national reconnaissance systems to
support military operations (SMO). During the first Persian Gulf conflict
in 1991, for example, TENCAP provided the majority of targeting support
for long-range strike operations and imagery for intelligence preparation
of the battlespace.®®

Nonetheless, there were concerns about the responsiveness of national
intelligence support to military operations during the Gulf War. After
Operation Desert Shield/Operation Desert Storm, General H. Norman
Schwarzkopf, U.S. Army, Commander of U.S. Central Command, stated
that the intelligence support the command received generally was “very, very

good,” but also said the lack of near real-time intelligence information was

306. Brandon Pollachek and Maj. Jurelle J. Mendoza, “Army TENCAP Celebrates
50 Years of Delivering Intelligence,” May 12, 2023, https://peciews.army.
mil/2023/05/12/army-tencap-celebrates-50-years-of-delivering-intelligence/;
Subsequently, funding for TENCAP was severely reduced by the defense
agencies and now relies on the armed services. At the urging of Congress, the
Secretary of Defense assigned the Under Secretary of Defense for Intelligence
and Security as the DoD executive agent for TENCAP via DoD Instruction,
3115.19, “Executive Agent for Tactical Exploitation of National Capabilities,”
February 7, 2023, https://www.esd.whs.mil/Portals/54/Documents/DD/
issuances/dodi/311519p.PDF?ver=sylg6jVNOWwb9YB_LoGnfA%3D%3D.
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President Clinton’s 1995 Presidential Decision Directive (PDD)-35
on Intelligence Priorities organized country and functional priorities into
a tiered framework.'® Tier 0, the highest priority, reflected the President’s
most immediate foreign policy concerns, including any crisis situation “where
U.S. forces are deployed and at risk, or where their introduction is under
consideration.”®” In 1996, President Clinton’s PDD-49 on National Space
Policy stated, “the Secretary of Defense and DCI shall ensure that defense and
intelligence space activities are closely coordinated; that space architectures
are integrated to the maximum extent feasible...”*'®

Two years later, the Deputy Secretary of Defense and Deputy Director
of Central Intelligence replaced the JSMB with the National Security Space
Senior Steering Group, tri-chaired by the Assistant Secretary of Defense for
Command, Control, Communications, and Intelligence, the Joint Staff’s
Director of Force Structure, Resources, and Assessments, and the Deputy
Director of Central Intelligence for Community Management. They also
created the National Security Space Architect (NSSA) organization, merging
the DoD Space Architect with similar NRO functions to develop, coordinate,
and integrate mid- and long-term space architectures across the range of DoD
and IC mission areas to be approved by the National Security Space Senior
Steering Group.’"?

In the early 2000s, another round of national security space manage-
ment and organization reforms were implemented to address recommenda-

tions from independent commissions established by Congress—the National

316. PDD-35, “Intelligence Priorities,” March 2, 1995, https://www.nsa.gov/
portals/75/documents/news-features/declassified-documents/communicators/
Communicator-111-40.pdf.

317.  Ibid.

318. PDD-49/NSTC-8, “National Space Policy,” September 14, 1996, https://
clintonwhitehouse4.archives.gov/WH/EOP/OSTP/NSTC/html/pdd8.html .

319. Defense Reform Initiative Directive 11, “DoD Space Management
Responsibilities,” December 19, 1997. The National Imagery and Mapping Agency
was renamed NGA in 2003.
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Security Space Management and Organization (or Space) Commission,
chaired by Donald Rumsfeld, the NRO Commission, co-chaired by Senator
J. Robert Kerry (D-NE) and Representative Porter Goss (R-FL), and the
National Imagery and Mapping Agency Commission, chaired by Peter
Marino.*** The commissions were established to address concerns about space
and intelligence matters, including fragmented management and organiza-
tion, inadequate advocacy or stewardship, and misaligned authority, respon-
sibility, and accountability. Symptoms of these perceived problems included,
among other things, cumbersome decision-making processes, architecture
churn, acquisition inefliciencies, and program and budget instability.

The Space Commission, for example, recommended that “a successful
approach to [national security space] organization and management must ...
provide methods for resolving the inevitable issues between the defense and
intelligence sectors on the priority, funding and control of space programs.”*!
The SecDef’s approach to implementing the commission’s recommendation
involved, among other things, “triple-hatting” one official as the DNRO,
Under Secretary of the Air Force, and Air Force Space Acquisition Executive
to align authority, responsibility, and resources for the national security

space program.’?* This approach was modeled on the successful leadership

320. Report of the Commission to Assess United States Space Security Management
and Organization (January 11, 2001), p. 79, https://aerospace.csis.org/wp-
content/uploads/2018/09/RumsfeldCommission.pdf, Donald Rumsfeld served
as Chairman until he was nominated by President George W. Bush to be
SecDef; Report of the National Commission for the Review of the National
Reconnaissance Office (November 1, 2001); and The Information Edge: Imagery
Intelligence and Geospatial Information in an Evolving National Security

Environment, Report of the Independent Commission on the National Imagery

and Mapping Agency (December, 2000).

321. Report of the Commission to Assess United States Space Security Management
and Organization.

322. Secretary of Defense Donald Rumsfeld, “National Security Space Management
and Organization,” October 18, 2001, https://library.rumsfeld.com/doclib/
sp/2444/2001-10-11%20from%20Edward%20C%20Aldridge, %20Jr%20re%20
National%20Security%20Space%20Management%20and%200rganization.pdf.
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and management of USAF and NRO space programs by Edward C. “Pete”
Aldridge Jr. when he served as both the Secretary of the Air Force and DNRO
in the 1980s. NSSA was realigned and combined with the National Security
Space Integration Office, and the Transformational Communications Office
to provide staff support to the triple-hatted official and was renamed the
National Security Space Office (NSSO).%*

Subsequently, Secretary of Defense Rumsfeld disestablished U.S. Space
Command and merged it into a new U.S. Strategic Command in 2002 to
create a combatant command with the ability to employ nuclear, cyber,
global strike, joint electronic warfare, missile defense, space, and intelligence
capabilities to deter aggression and, if deterrence fails, respond quickly and
decisively anywhere in the world. In addition, concerns by the Congressional
intelligence oversight committees that the DNRO was not providing suffi-
cient time and attention to managing the organization at its headquarters
outside the Pentagon because of the demands of the Department of the Air
Force responsibilities (as well as concerns about DoD’s perceived increased
influence on the national reconnaissance program and their attendant reduced
influence), led to separation of the DNRO and Department of Air Force
positions in 2005.

Nonetheless, in 2008 another independent commission established
by Congtess, the Independent Assessment Panel on the Organization and
Management of National Security Space, chaired by A. Thomas Young, rec-
ommended merging “black” and “white” space.’* Neither the SecDef nor
DNI, however, supported the commission’s recommendation to consolidate

the functions of the Air Force Space and Missile Systems Center, other parts

323. See, for example, “U.S. Air Force Secretary Mulls New Space Office,” Space
News, January 17, 2011, https://spacenews.com/us-air-force-secretary-mulls-
new-space-office/.

324. Leadership, Management, and Organization for Space, Report to Congress of
the Independent Assessment Panel on the Organization and Management of
National Security Space (Fairfax, VA: Institute for Defense Analysis, 2008). The
Panel was also known as the Allard Commission because Senator Wayne Allard
(R-CO) sponsored the legislation which created it.
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of Air Force Space Command, and the NRO.?** Subsequently, NSSO was
dissolved in 2011 and its resources were realigned to support the Deputy
Under Secretary of the Air Force for Space Programs.’® Both NSSA and
NSSO failed to achieve fully their intended purposes for various reasons,
including lack of sufficient authority, expertise, and resources. Additionally,
while the NRO participated in DoD’s efforts to create a new space radar pro-
gram to serve both defense and intelligence mission needs, the program was
terminated because of projected cost estimates and the inability to reconcile
DoD and IC requirements.*”’

The growing threats to U.S. space systems and operations, made appar-
ent by the People’s Republic of China’s destructive test of a direct-ascent,
kinetic energy anti-satellite (ASAT) weapon system in 2007, renewed atten-
tion to the relationship between the defense and intelligence space sectors.
The USAF and NRO established a Space Protection Program (SPP) to “pre-
serve national security space efforts through an integrated strategy and to
articulate vulnerabilities, assess threat impacts, identify options, and recom-
mend solutions leading to comprehensive space protection capabilities.”
Subsequently, the Deputy Secretary of Defense and Principal Deputy Director
of National Intelligence realigned SSP to report to them and renamed it

the Space Security and Defense Program (SSDP) to function as a “center

of excellence” for options and strategies (materiel, non-materiel, cross-title,

325. Ibid.
326. Ibid.

327. See, for example, U.S. Air Force, Fact Sheet, “Space Radar,” https://www.
airandspaceforces.com/PDF/SiteCollectionDocuments/Reports/2011/April%20
2011/Day15/SpaceRadar_factsheet.pdf.

328. See, for example, Scott F. Large, “National Security Space Collaboration as a
National Defense Imperative,” High Frontier, (2008), pp. 3-5, https://www.nro.
gov/Portals/65/documents/news/articles/2008/2008-06.pdf; and General
C. Robert Kehler, USAF, Commander of Air Force Space Command, and Scott
F. Large, Director of the National Reconnaissance Office, “Memorandum of
Agreement on the Establishment of the Space Protection Program,” March 31,
2008.
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and cross-domain) for a more resilient and enduring national security space
enterprise.”” The SSDP conducts space architecture vulnerability, suscepti-
bility, and mitigation assessments of defense and intelligence space services
to identify, assess, validate, and introduce protection solutions into existing
requirements, budgets, acquisition, technology development, and operational
development processes.**

In 2015, the Deputy Secretary of Defense in partnership with the
Principal Deputy Director of National Intelligence established a Joint
Interagency Combined Space Operations Center (JICSpOC), located at
Schriever Space Force Base in Colorado Springs, Colo., to ensure “unity of
effort” and facilitate information sharing across the national security space
enterprise.’®! It was tasked with improving processes and procedures as well
as ensuring data fusion among DoD, IC, interagency, Allied, and com-
mercial space entities.*”* The JICSpOC was renamed the National Space
Defense Center (NSDC) in 2017.%** The NSDC initially supported U.S.
Strategic Command and, since it was reestablished in 2019, now supports
USSPACECOM and its subordinate commands, including the Combined
Joint Task Force-Space Operations and its functional components—the
Joint Task Force-Space Defense and Combined Force Space Component

Command.?** It is responsible for maintaining a vigilant watch on activities

329. Department of Defense, “Exhibit R-2, RDT&E Budget Item Justification for
PB 2019 Air Force, PE 1206730F Space Security and Defense Program,” February
2018, https://www.dacis.com/budget/budget_pdf/FY19/RDTE/F/1206730F_66.
pdf.
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331. Department of Defense, “New Joint Interagency Combined Space Operations
Center to be Established,” September 11, 2015, https://www.defense.gov/News/
Releases/Release/Article/616969/new-joint-interagency-combined-space-
operations-center-to-be-established|/.
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333. U.S. Space Forces - Space, “National Space Defense Center,” https://www.
spaceforces-space.mil/Units/NSDC-National-Space-Defense-Center/.
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in space, warning against emerging threats, and orchestrating the execution

of operations to protect and defend critical U.S. space assets.??
p p p

Warning of space attack is the commander of USSPACECOM’s
responsibility. The ability to provide such warning requires intelligence sup-
port from both national and military elements. The NSDC provides a mech-
anism to bring together the organizations engaged in SDA, Indications and
Warning (I& W), and operations intelligence to enable such determinations.
While attack warning based on detection of a nuclear detonation in space
or launch of a direct-ascent kinetic energy ASAT should not be difficult,
warning of attacks on space systems involving non-kinetic, cyber, directed
energy, and orbital weapons is more complicated. Alignment and synergy
of IC organizations, including CIA, USSF’s National Space Intelligence
Center, DIA’s Missile and Space Intelligence Center, and NSA’s Defense
Special Missile and Astronautics Center, will be critical to the commander
of USSPACECOM’s ability to provide warning of space attack. Such align-
ment and synergy, of course, is also essential to the IC’s responsibility for
assessing and reporting the intentions of adversary decision-makers and
providing strategic [&W.

The intensifying threat to U.S. interests in space also heightened con-
cerns about USAF space leadership, stewardship, and management and
prompted executive and legislative branch deliberations about whether to
create a Space Corps, as considered by both the Space and Allard Commissions
and proposed by Representatives Mike Rogers (R-AL) and Jim Cooper
(D-TN) in 2017, or a separate Space Force. In particular, Congress had long
expressed concerns about the consequences of the USAF’s prioritization of
air over space matters and frequent space acquisition management problems.
While the NRO had both financial and acquisition management challenges
in the 1990s, the organization has largely reformed itself and corrected those
problems. The NRO had a series of clean financial audits and, after terminat-

ing part of the troubled Future Imagery Architecture program in 2005, a good

335. Ibid.
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track record of managing its portfolio to cost and schedule.?*® Deliberations
about creating the USSF included consideration of its relationship with the
NRO. While the idea of merging the NRO into the USSF continued to appeal
to some officials and opinion leaders, it remained a political non-starter and
the NRO was insulated from the DoD space reorganization. In 2019, none
of the legislative proposals by either DoD or the Senate and House Armed
Services Committees enabling the USSF’s establishment recommended inclu-
sion of the NRO in the new armed service.?”” In the course of deliberating
the USSF’s intelligence requirements at that time, making the NRO a CSA
was considered but not adopted.

The USSF’s establishment was followed by the standup of the National
Space Intelligence Center (NSIC), also designated Space Force Delta 18.
Activated on June 24, 2022, NSIC is a DoD field operating agency respon-
sible for producing intelligence on foreign space capabilities and threats to
space operations.®”® Delta 18 took on the number 18 in honor of the USSF
becoming the 18" member of the IC on January 8, 2021.

When the SPP, SSDP, JICSpOC, and NSDC were established and as

they evolved and matured, there were periodic deliberations regarding chain

336. See, for example, “NRO Achieves Unprecedented 15th Clean Financial Audit,”
November 16, 2023, https://www.nro.gov/Portals/135/Documents/news/
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337. See, for example, the comparison of legislative proposals in Kaitlyn Johnson,
“Space Force or Space Corps? Competing Visions for a New Military Service,”
Center for Strategic and International Studies Issue Brief, June 2019, https://
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SpaceForcelegislation_layout_v3.pdf.
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Defense, January 8, 2021 https://www.defense.gov/News/Releases/Release/
Article/2466657/ussf-becomes-18th-member-of-intel-community/.

238 CONTESTED SPACE









